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*** Start of Changes ***
[bookmark: _Toc42174447][bookmark: _Toc42175457][bookmark: _Toc42176925][bookmark: _Toc51076541]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows".
[3]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[4]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[5]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[6]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[7]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[8]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[9]	IETF RFC 7521: "Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants".
[10]	IETF RFC 7523: "JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants".
[11]	IETF RFC 7797: " JSON Web Signature (JWS) Unencoded Payload Option ".
[12]	IETF RFC 7515: "JSON Web Signature (JWS)".
[13]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[14]	3GPP TS 33.210: " 3G security; Network Domain Security (NDS); IP network layer security".
[15]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[16]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[17]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
[AA]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[BB]	Internet draft draft-ietf-ace-oauth-authz-45: "Authentication and Authorization for Constrained Environments (ACE) using the OAuth 2.0 Framework (ACE-OAuth)". 
[CC]	IETF RFC 8152: "CBOR Object Signing and Encryption (COSE)".
[DD]	Internet draft draft-ietf-ace-dtls-authorize-18: "Datagram Transport Layer Security (DTLS) Profile for Authentication and Authorization for Constrained Environments (ACE)".
[EE]	Internet draft draft-ietf-core-echo-request-tag-14: "CoAP: Echo, Request-Tag, and Token Processing"
[FF]	IETF RFC 8613: “Object Security for Constrained RESTful Environments (OSCORE)”.
[GG]	Internet draft draft-ietf-ace-oscore-profile-19: "OSCORE Profile of the Authentication and Authorization for Constrained Environments Framework"

 
 
*** Next Change ***
[bookmark: _Toc42174460][bookmark: _Toc42175470][bookmark: _Toc42176938][bookmark: _Toc51076554]5.1.1.3	IM-UU
IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTPS as defined in [3], [4] and [5] when using HTTP. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E. 
When using CoAP [AA], the IM-UU between the Identity Management client and the Identity management server shall be protected as defined in [BB] (e.g., DTLS, TLS or OSCORE) with the additional security enhancements specified in [EE]. When (D)TLS is used with CoAP, the (D)TLS and certificate profiling shall follow TS 33.210 [14] and TS 33.310 [6]. When OSCORE is used with CoAP, the mandatory to implement provisions given by RFC 8613 [FF] shall be followed.



*** Next Change ***

[bookmark: _Toc42174468][bookmark: _Toc42175478][bookmark: _Toc42176946][bookmark: _Toc51076562]5.1.2.X	Security for LWP interfaces
Security mechanisms to be used to secure the LWP interfaces depend on the realization of the interfaces. The Annex Y in this specification defines security mechanism for the realizations of LWP defined in Annex C of TS 23.434 [2]. 


*** Next Change ***
[bookmark: _Toc42174470][bookmark: _Toc42175480][bookmark: _Toc42176948][bookmark: _Toc51076564]5.Z	Authentication and authorization of devices over LWP interfaces
Authentication and authorization mechanism for devices over LWP interfaces depends on the application protocol. The Annex Y in this specification defines authentication and authorization procedures for the realizations of application protocols defined in Annex C of TS 23.434 [2].


*** Next Change ***
[bookmark: _Toc42174481][bookmark: _Toc42175491][bookmark: _Toc42176959][bookmark: _Toc51076576]Annex Y (normative):
Security mechanisms for LWP interfaces 
[bookmark: h.bhe9uiewx6r5][bookmark: h.8hboi0fhov62][bookmark: h.xfhabtv51ex1][bookmark: h.7xvm3nj3g6v][bookmark: _Toc42175492][bookmark: _Toc42176960][bookmark: _Toc51076577]Y.1	General
This annex specifies communication security, authentication and authorization mechanisms for protocol realizations of the light-weight protocol (LWP) in the signalling control plane. 

[bookmark: _Toc42175493][bookmark: _Toc42176961][bookmark: _Toc51076578]Y.2	Communication security for CoAP
CoAP messages [AA] shall be protected and deploy the security enhancements of [EE]. When (D)TLS is used, the (D)TLS and certificate profiling shall follow TS 33.210 [14] and TS 33.310 [6]. When OSCORE is used, the mandatory to implement provisions given by RFC 8613 [FF] shall be followed. 
[bookmark: h.w60g8isgnmtf][bookmark: h.4fcadx066d3]

Y.3	Authentication and authorization mechanism on CoAP
Y.3.1 General 
When CoAP is used for the LWP, Authentication and authorization for Constrained Environments (ACE) using OAuth 2.0 Framework (ACE-OAuth) as specified in [BB] shall be supported. 
Figure Y.3.1-1 shows the functional model which consists of the SEAL Identity Management Server (SIM-S), SEAL Identity Management Client (SIM-C) and SEAL server. The IM-UU reference point between the SIM-S and the SIM-C and the SEAL-UU reference point between SEAL server and SIM-C shall support ACE-OAuth [BB] and OAuth 2.0 [9] with COSE [CC].


Figure Y.3.1-1: Functional model for SEAL Identity management client, server and SEAL server
The SIM-S, the SIM-C and a SEAL server respectively play the roles of the Authorization Server, the Client and the Resource Server in the ACE-OAuth framework. 
For authentication of SIM-S, the security enhancements of CoAP specified in [EE] shall be followed. When (D)TLS is used, the (D)TLS and certificate profiling shall follow TS 33.210 [14] and TS 33.310 [6]. When OSCORE is used, authentication shall be based on pre-shared secrets. The authentication method and credentials of the VAL-UE are out of scope of this specification. 
[bookmark: _Toc42174471][bookmark: _Toc42175481][bookmark: _Toc42176949][bookmark: _Toc51076565]Y.3.2	VAL user authentication
VAL user authentication is executed by the SIM-S before providing access token for the VAL UE. 
NOTE:	The primary method and credentials for VAL user authentication are based on VAL service provider policy. The method chosen by the VAL service provider for authentication and authorization is neither defined nor limited by the present document. 

[bookmark: _Toc42174472][bookmark: _Toc42175482][bookmark: _Toc42176950][bookmark: _Toc51076566]Y.3.3	SEAL service authorization
SEAL Service Authorization procedure shall validate the VAL user to access the SEAL services. In order to gain access to SEAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the client shall be granted to use the service. 
[bookmark: _Toc42174475][bookmark: _Toc42175485][bookmark: _Toc42176953][bookmark: _Toc51076569]Y.3.4	Authorization framework
Authorization framework is shown in figure Y.3.4-1. The ACE-OAuth [BB] framework is followed. The SIM-S and SIM-C shall perform mutual authentication as specified in Y.3.1. After successful authentication, the SIM-C shall request and receive an access token from the SIM-S over CoAP as described in Section 5.8 of [BB] indicated in steps 1 and 2 in the figure. Before providing the access token, SIM-S shall authorize the VAL UE for the requested service. The procedures may be repeated as necessary to obtain additional VAL UE authorizations.


Figure Y.3.4-1: VAL UE Service Authorization  
After the VAL UE received an access token it shall establish a secure connection with the SEAL/VAL server as specified in Y.2. The VAL UE shall send a CoAP message containing the access token to the SEAL/VAL server in a service authorization request as described in Section 5.10 of [BB] indicated in steps 3 and 4 in the figure. On receiving the service authorization message, the SEAL/VAL server shall validate the access token. If the access token is valid, the SEAL/VAL server shall provide service-related information according to the rights granted to the VAL UE in response to subsequent requests indicated in steps 5 and 6. 
The messages sent for the authorization shall be protected. When (D)TLS is used, the (D)TLS and certificate profiling shall in addition to [EE] follow also TS 33.210 [14] and TS 33.310 [6]. When the VAL UE is authenticating directly to the SEAL/VAL server, then the DTLS profile of ACE [DD] may be used. In order to authorize clients and protect communication across proxies, the OSCORE profile of ACE [GG] shall be used.
Editor’s note: [DD] is a draft which cover DTLS and and will cover TLS once it is ready. The reference needs to be updated to refer the final version.

[bookmark: _Toc51076570]Y.3.5	VAL service authorization
The VAL service authorization procedure shall validate the VAL user authorized to access the VAL services.  In order to gain access to VAL services, the VAL client shall present an access token to the VAL server for each VAL service of interest (see clause Y.3.4). If the access token is valid, then the VAL client shall be granted use of the requested VAL service.
*** End of Changes ***
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